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ɉɪɟɞɥɨɠɟɧ ɫɩɨɫɨɛ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ ɞɥɹ ɬɟɫɬɢɪɨɜɚɧɢɹ ɫɛɨɟɭɫɬɨɣɱɢɜɨɫɬɢ ɛɨɪɬɨɜɵɯ ɩɪɨɰɟɫɫɨɪɨɜ ɧɚ ɨɫɧɨɜɟ 
ɦɨɞɢɮɢɤɚɰɢɢ ɦɟɬɨɞɚ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ ɨɬɥɚɞɤɢ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɬɟɫɬɨɜɨɝɨ ɩɨɪɬɚ ɩɪɨɰɟɫɫɨɪɚ. ȼ ɨɬɥɢɱɢɟ 
ɨɬ ɛɚɡɨɜɨɝɨ ɦɟɬɨɞɚ ɢɧɴɟɤɰɢɹ ɨɲɢɛɨɤ ɩɪɨɢɡɜɨɞɢɬɫɹ ɧɟ ɫ ɩɨɦɨɳɶɸ ɜɧɟɲɧɟɝɨ ɭɩɪɚɜɥɹɸɳɟɝɨ ɤɨɦɩɶɸɬɟɪɚ,  
ɚ ɫ ɩɨɦɨɳɶɸ ɜɫɬɪɨɟɧɧɨɝɨ ɜ ɬɟɫɬɢɪɭɟɦɭɸ ɫɢɫɬɟɦɭ ɚɩɩɚɪɚɬɧɨɝɨ ɢɧɴɟɤɬɨɪɚ ɨɲɢɛɨɤ. Ⱦɥɹ ɩɪɟɞɫɬɚɜɥɹɟɦɨɝɨ ɫɩɨ-
ɫɨɛɚ ɪɚɡɪɚɛɨɬɚɧɚ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ. Ɇɨɞɭɥɶ ɢɧɴɟɤɰɢɢ, ɢɫɩɨɥɶɡɭɹ ɩɨɪɬ ɬɟɫɬɢɪɨɜɚɧɢɹ 
ɩɪɨɰɟɫɫɨɪɚ, ɦɨɠɟɬ ɩɪɨɱɢɬɚɬɶ ɞɚɧɧɵɟ ɩɨ ɬɪɟɛɭɟɦɨɦɭ ɚɞɪɟɫɭ ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ, ɜɧɟɫɬɢ ɨɲɢɛɤɭ, ɢɧɜɟɪɬɢ-
ɪɨɜɚɜ ɛɢɬ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɛɭɟɦɵɦ ɧɨɦɟɪɨɦ, ɞɚɧɧɵɟ ɫ ɨɲɢɛɤɨɣ ɨɛɪɚɬɧɨ ɡɚɩɢɫɚɬɶ ɩɨ ɞɚɧɧɨɦɭ ɚɞɪɟɫɭ. 
ɉɪɟɞɫɬɚɜɥɟɧ ɩɪɢɦɟɪ ɪɟɚɥɢɡɚɰɢɢ ɩɪɟɞɥɚɝɚɟɦɨɣ ɫɢɫɬɟɦɵ. Ɉɩɢɫɚɧɚ ɩɪɨɰɟɞɭɪɚ ɜɧɟɫɟɧɢɹ ɢ ɢɫɩɪɚɜɥɟɧɢɹ ɨɞɢɧɨɱɧɨ-
ɝɨ ɫɛɨɹ ɜɨ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ ɩɚɦɹɬɢ ɩɪɨɰɟɫɫɨɪɚ. ɉɨɤɚɡɚɧɨ, ɱɬɨ ɩɪɟɞɥɚɝɚɟɦɵɣ ɩɨɞɯɨɞ ɧɟ ɩɪɢɜɧɨɫɢɬ ɛɨɥɶɲɨɣ 
ɢɡɛɵɬɨɱɧɨɫɬɢ ɜ ɨɫɧɨɜɧɭɸ ɚɪɯɢɬɟɤɬɭɪɭ ɹɞɪɚ ɩɪɨɰɟɫɫɨɪɚ. ȼ ɪɟɡɭɥɶɬɚɬɟ ɷɤɫɩɟɪɢɦɟɧɬɨɜ ɩɪɢɦɟɪɧɨ 90 % ɜɧɨɫɢ-
ɦɵɯ ɨɲɢɛɨɤ ɛɵɥɢ ɨɛɧɚɪɭɠɟɧɵ, ɢɡ ɧɢɯ ɧɟ ɦɟɧɟɟ 92 % ɨɲɢɛɨɤ ɢɫɩɪɚɜɥɟɧɵ. ɉɪɢɦɟɧɟɧɢɟ ɩɪɟɞɫɬɚɜɥɟɧɧɨɝɨ ɚɩɩɚ-
ɪɚɬɧɨɝɨ ɢɧɴɟɤɬɨɪɚ ɨɛɟɫɩɟɱɢɜɚɟɬ ɛɨɥɶɲɭɸ ɚɜɬɨɧɨɦɧɨɫɬɶ ɢ ɪɟɚɥɢɫɬɢɱɧɨɫɬɶ ɩɪɨɜɟɞɟɧɢɹ ɢɫɩɵɬɚɧɢɣ ɩɪɨɰɟɫ-
ɫɨɪɚ ɧɚ ɫɛɨɟɭɫɬɨɣɱɢɜɨɫɬɶ. 
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Error injection method for testing onboard processors’ fault-tolerance is proposed. It is based on the modification 

of the on-chip debugging method which uses the test port of the processor. Unlike the basic method, error injection is 

made by a built-in hardware error injector rather than by an external computer. An error injection system architecture 

is developed for the proposed method. Using the processor test port injection module can read the data with the 

required address in the internal memory; inject errors by inverting the required bit; write back data with injected 

errors by the initial address. An implementation example of the proposed system is demonstrated. The procedure of 

injecting and correcting a single failure in the processor on-chip memory is described. It is shown that the proposed 

method does not introduce much excessiveness in the core architecture of the processor. As a result of experiments 

about 90 % of injected errors were detected and at least 92 % of them were corrected. Implementation of the hardware 

injector provides greater autonomy and realistic testing of the processor’s fault-tolerance. 
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. ȼ ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ, ɜ ɫɜɹɡɢ ɫ ɭɫɩɟɯɚɦɢ 

ɦɢɤɪɨɷɥɟɤɬɪɨɧɧɵɯ ɬɟɯɧɨɥɨɝɢɣ ɜ ɨɛɥɚɫɬɢ ɤɨɧɫɬɪɭɤ-
ɬɢɜɧɨ-ɬɨɩɨɥɨɝɢɱɟɫɤɢɯ ɦɟɪ ɡɚɳɢɬɵ ɨɬ ɢɨɧɢɡɢɪɭɸɳɟɝɨ 
ɢɡɥɭɱɟɧɢɹ ɢ ɞɨɫɬɢɝɧɭɬɵɦ ɭɪɨɜɧɟɦ ɫɯɟɦɨɬɟɯɧɢɱɟɫɤɢɯ 
ɫɩɨɫɨɛɨɜ ɨɛɟɫɩɟɱɟɧɢɹ ɨɬɤɚɡɨɭɫɬɨɣɱɢɜɨɫɬɢ ɧɚ ɭɪɨɜɧɟ 
ɥɨɝɢɱɟɫɤɢɯ ɹɱɟɟɤ ɢɧɬɟɝɪɚɥɶɧɨɣ ɫɯɟɦɵ [1], ɭɫɢɥɢɹ  

ɜ ɨɛɥɚɫɬɢ ɩɪɨɟɤɬɢɪɨɜɚɧɢɹ ɫɛɨɟɭɫɬɨɣɱɢɜɨɣ ɚɪɯɢɬɟɤɬɭ-
ɪɵ ɦɢɤɪɨɩɪɨɰɟɫɫɨɪɨɜ ɜ ɨɫɧɨɜɧɨɦ ɤɨɧɰɟɧɬɪɢɪɭɸɬɫɹ 
ɧɚ ɡɚɳɢɬɟ ɨɬ ɨɞɢɧɨɱɧɵɯ ɨɲɢɛɨɤ (Single-event Upset – 

SEU) ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ ɩɪɨɰɟɫɫɨɪɚ: ɤɷɲ-ɩɚɦɹɬɢ  

ɢ ɮɚɣɥɚ ɪɟɝɢɫɬɪɨɜ [2].  
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ȼɚɠɧɵɦ ɷɥɟɦɟɧɬɨɦ ɫɨɡɞɚɧɢɹ ɫɛɨɟɭɫɬɨɣɱɢɜɨɝɨ 
ɩɪɨɰɟɫɫɨɪɚ ɹɜɥɹɟɬɫɹ ɨɬɥɚɞɤɚ, ɬɟɫɬɢɪɨɜɚɧɢɟ ɢ ɢɫɩɵɬɚ-
ɧɢɹ ɬɟɯ ɢɥɢ ɢɧɵɯ ɜɚɪɢɚɧɬɨɜ ɩɨɫɬɪɨɟɧɢɹ ɟɝɨ ɫɛɨɟ-
ɭɫɬɨɣɱɢɜɨɣ ɚɪɯɢɬɟɤɬɭɪɵ. Ɍɟɫɬɢɪɨɜɚɧɢɟ ɢ ɢɫɩɵɬɚɧɢɹ 
ɞɨɥɠɧɵ ɭɞɨɫɬɨɜɟɪɢɬɶ ɷɮɮɟɤɬɢɜɧɨɫɬɶ ɢɫɩɨɥɶɡɭɟɦɵɯ 
ɦɟɬɨɞɨɜ ɢ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ ɩɪɨ-
ɰɟɫɫɨɪɚ ɨɬ ɨɞɢɧɨɱɧɵɯ ɫɛɨɟɜ SEU [3]. ɋɛɨɟɭɫɬɨɣɱɢ-

ɜɨɫɬɶ ɩɪɨɰɟɫɫɨɪɨɜ ɜ ɩɪɨɰɟɫɫɟ ɬɟɫɬɢɪɨɜɚɧɢɹ ɩɨɞɬɜɟɪ-
ɠɞɚɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɬɟɯ ɢɥɢ ɢɧɵɯ ɦɟɬɨɞɨɜ ɬɟɯɧɨɥɨɝɢɢ 

ɜɧɟɞɪɟɧɢɹ (ɢɧɴɟɤɰɢɢ) ɨɞɢɧɨɱɧɵɯ ɨɲɢɛɨɤ ɜ ɟɝɨ ɜɧɭɬ-
ɪɟɧɧɸɸ ɩɚɦɹɬɶ [4]. 

ɂɦɟɟɬɫɹ ɧɟɫɤɨɥɶɤɨ ɩɨɞɯɨɞɨɜ ɤ ɢɧɴɟɤɰɢɢ ɚɩɩɚɪɚɬ-
ɧɵɯ ɨɲɢɛɨɤ ɜɨ ɜɧɭɬɪɟɧɧɸɸ ɩɚɦɹɬɶ ɩɪɨɰɟɫɫɨɪɚ. ȼ 

ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɩɪɢɦɟɧɢɬɟɥɶɧɨ ɤ ɩɪɨɝɪɚɦɦɢɪɭɟɦɵɦ 

ɥɨɝɢɱɟɫɤɢɦ ɢɧɬɟɝɪɚɥɶɧɵɦ ɫɯɟɦɚɦ (ɉɅɂɋ) ɬɢɩɚ 
FPGA (Field Programmable Gate Array) ɪɚɫɫɦɨɬɪɟɧ 

ɦɟɬɨɞ, ɤɨɬɨɪɵɣ ɨɫɧɨɜɵɜɚɟɬɫɹ ɧɚ ɜɨɡɦɨɠɧɨɫɬɹɯ OCD-

ɦɟɬɨɞɨɜ, ɢɫɩɨɥɶɡɭɸɳɢɯ ɞɥɹ ɜɧɟɫɟɧɢɹ ɨɲɢɛɨɤ ɛɥɨɤɢ 

ɨɬɥɚɞɤɢ ɹɞɪɚ ɩɪɨɰɟɫɫɨɪɚ (ɩɨɪɬɵ ɬɟɫɬɢɪɨɜɚɧɢɹ, test 

ports), ɤɨɬɨɪɵɦɢ ɨɫɧɚɳɟɧɵ ɜɫɟ ɫɨɜɪɟɦɟɧɧɵɟ ɦɢɤɪɨ-
ɩɪɨɰɟɫɫɨɪɵ [5]. 

OCD-ɦɟɬɨɞɵ, ɢɫɩɨɥɶɡɭɹ ɩɨɪɬ ɬɟɫɬɢɪɨɜɚɧɢɹ ɩɪɨ-
ɰɟɫɫɨɪɚ, ɞɥɹ ɜɧɟɫɟɧɢɹ ɨɲɢɛɤɢ ɜɵɩɨɥɧɹɸɬ ɫɥɟɞɭɸɳɢɟ 
ɞɟɣɫɬɜɢɹ: ɨɫɬɚɧɨɜɤɚ ɩɪɨɰɟɫɫɨɪɚ, ɱɬɟɧɢɟ ɢ ɜɧɟɫɟɧɢɟ 
ɢɡɦɟɧɟɧɢɣ ɜ ɪɟɝɢɫɬɪɵ ɩɪɨɰɟɫɫɨɪɚ ɢ ɤɷɲ-ɩɚɦɹɬɶ, ɩɪɨ-
ɞɨɥɠɟɧɢɟ ɪɚɛɨɬɵ ɩɪɨɰɟɫɫɨɪɚ. Ⱦɨɫɬɭɩ ɤ ɭɫɬɪɨɣɫɬɜɚɦ 

ɨɬɥɚɞɤɢ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɱɟɪɟɡ ɜɧɟɲɧɢɣ ɫɬɚɧɞɚɪɬɧɵɣ 

ɢɧɬɟɪɮɟɣɫ, ɱɟɪɟɡ ɤɨɬɨɪɵɣ ɨɬɥɚɠɢɜɚɟɦɚɹ ɫɢɫɬɟɦɚ ɩɨɞ-
ɫɨɟɞɢɧɹɟɬɫɹ ɤ ɭɩɪɚɜɥɹɸɳɟɦɭ ɤɨɦɩɶɸɬɟɪɭ. ɍɩɪɚɜ-
ɥɹɸɳɢɣ ɤɨɦɩɶɸɬɟɪ ɨɛɟɫɩɟɱɢɜɚɟɬ ɜɫɟ ɨɫɧɨɜɧɵɟ 
ɮɭɧɤɰɢɢ ɫɢɫɬɟɦɵ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ (fault injection 

environment) ɜ ɭɫɬɪɨɣɫɬɜɨ, ɧɚɯɨɞɹɳɟɟɫɹ ɩɨɞ ɬɟɫɬɢɪɨ-
ɜɚɧɢɟɦ. ɉɨɞɨɛɧɵɦ ɨɛɪɚɡɨɦ ɜ [6] OCD-ɦɟɬɨɞ ɢɫɩɨɥɶ-
ɡɨɜɚɧ ɞɥɹ ɩɪɨɜɟɪɤɢ ɚɪɯɢɬɟɤɬɭɪɧɵɯ ɪɟɲɟɧɢɣ ɩɨ ɫɛɨɟ-
ɭɫɬɨɣɱɢɜɨɫɬɢ ɤ SEU ɩɪɨɰɟɫɫɨɪɧɨɝɨ ɹɞɪɚ, ɜɫɬɪɨɟɧɧɨɝɨ 
ɜ antifuse-FPGA. 

 

ȼ ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɩɪɟɞɥɚɝɚɟɬɫɹ ɢɡɦɟɧɢɬɶ OCD-

ɦɟɬɨɞ ɩɪɢɦɟɧɢɬɟɥɶɧɨ ɤ ɩɟɪɟɩɪɨɝɪɚɦɦɢɪɭɟɦɵɦ 

FPGA, ɜ ɩɟɪɜɭɸ ɨɱɟɪɟɞɶ flash-FPGA, ɧɟ ɢɦɟɸɳɢɯ 
ɜɨɡɦɨɠɧɨɫɬɢ ɱɚɫɬɢɱɧɨɣ ɪɟɤɨɧɮɢɝɭɪɚɰɢɢ, ɯɚɪɚɤɬɟɪ-
ɧɨɣ ɞɥɹ SRAM-FPGA, ɢ ɬɟɦ ɫɚɦɵɦ ɫɨɨɬɜɟɬɫɬɜɭɸɳɟɝɨ 

ɦɟɬɨɞɚ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ [7]. ȼɫɟ ɨɫɧɨɜɧɵɟ ɮɭɧɤɰɢɢ 

ɩɨ ɜɧɟɫɟɧɢɸ ɨɲɢɛɨɤ, ɬɚɤɢɟ ɤɚɤ ɝɟɧɟɪɚɰɢɹ ɫɩɢɫɤɚ 
ɜɧɨɫɢɦɵɯ ɨɲɢɛɨɤ, ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨɟ ɜɧɟɫɟɧɢɟ ɨɲɢ-

ɛɨɤ ɜɨ ɜɧɭɬɪɟɧɧɸɸ ɩɚɦɹɬɶ ɩɪɨɰɟɫɫɨɪɚ, ɩɟɪɜɢɱɧɨɟ 
ɫɨɯɪɚɧɟɧɢɟ ɢ ɤɥɚɫɫɢɮɢɤɚɰɢɹ ɩɨɫɥɟɞɫɬɜɢɣ ɨɬ ɜɧɟɫɟɧ-

ɧɵɯ ɨɲɢɛɨɤ, ɪɟɚɥɢɡɨɜɚɧɵ ɜ ɫɚɦɨɣ FPGA. ɍɩɪɚɜɥɹɸ-

ɳɟɦɭ ɤɨɦɩɶɸɬɟɪɭ ɨɬɜɨɞɢɬɫɹ ɜɬɨɪɨɫɬɟɩɟɧɧɚɹ ɪɨɥɶ: ɨɧ 

ɨɫɭɳɟɫɬɜɥɹɟɬ ɨɛɳɟɟ ɭɩɪɚɜɥɟɧɢɟ ɷɤɫɩɟɪɢɦɟɧɬɚɦɢ ɩɨ 
ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ, ɨɛɟɫɩɟɱɢɜɚɟɬ ɧɚɤɨɩɥɟɧɢɟ ɭɠɟ ɱɚɫ-
ɬɢɱɧɨ ɨɛɪɚɛɨɬɚɧɧɵɯ ɞɚɧɧɵɯ, ɩɨɥɭɱɟɧɧɵɯ ɜ ɪɟɡɭɥɶɬɚ-
ɬɟ ɩɪɨɜɟɞɟɧɧɵɯ ɷɤɫɩɟɪɢɦɟɧɬɨɜ, ɞɥɹ ɢɯ ɨɤɨɧɱɚɬɟɥɶɧɨɝɨ 
ɚɧɚɥɢɡɚ. ɉɨɞɯɨɞ ɨɛɟɫɩɟɱɢɜɚɟɬ ɫɥɚɛɭɸ ɫɜɹɡɶ ɫ ɜɧɟɲ-

ɧɢɦ ɭɩɪɚɜɥɹɸɳɢɦ ɤɨɦɩɶɸɬɟɪɨɦ ɢ, ɬɚɤɢɦ ɨɛɪɚɡɨɦ, 

ɜɵɫɨɤɭɸ ɫɤɨɪɨɫɬɶ, ɛɨɥɶɲɭɸ ɪɟɚɥɢɫɬɢɱɧɨɫɬɶ ɢ ɚɜɬɨ-
ɧɨɦɧɨɫɬɶ ɩɪɨɜɟɞɟɧɢɹ ɷɤɫɩɟɪɢɦɟɧɬɨɜ ɩɨ ɢɧɴɟɤɰɢɢ 

ɨɲɢɛɨɤ.  
   . Ⱥɪɯɢ-

ɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɞɥɹ ɪɟɚɥɢɡɚɰɢɢ ɩɪɟɞɥɚɝɚɟɦɨɝɨ ɩɨɞ-

ɯɨɞɚ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫ. 1. ɋɢɫ-
ɬɟɦɨɣ ɩɨɞ ɬɟɫɬɢɪɨɜɚɧɢɟɦ (System Under Tests – SUT) 

ɹɜɥɹɟɬɫɹ ɩɨɥɧɨɮɭɧɤɰɢɨɧɚɥɶɧɵɣ ɩɪɨɬɨɬɢɩ (ɢɧɠɟɧɟɪ-
ɧɵɣ ɨɛɪɚɡɟɰ) ɧɟɪɟɡɟɪɜɢɪɨɜɚɧɧɨɝɨ ɛɨɪɬɨɜɨɝɨ ɤɨɦɩɶɸ-

ɬɟɪɚ, ɨɫɧɨɜɚɧɧɨɝɨ ɧɚ ɫɨɮɬ-ɩɪɨɰɟɫɫɨɪɟ, ɪɚɡɦɟɳɟɧɧɨɦ 

ɜ FPGA[8]. Ɉɬ ɥɟɬɧɨɝɨ ɨɛɪɚɡɰɚ ɛɨɪɬɨɜɨɝɨ ɤɨɦɩɶɸɬɟɪɚ 
ɟɝɨ ɨɬɥɢɱɚɟɬ ɩɪɢɦɟɧɟɧɢɟ ɷɥɟɤɬɪɨɧɧɨɣ ɤɨɦɩɨɧɟɧɬɧɨɣ 

ɛɚɡɵ ɧɟɤɨɫɦɢɱɟɫɤɨɝɨ ɢɫɩɨɥɧɟɧɢɹ. ɉɨɞɨɛɧɵɟ ɤɨɦɩɶɸ-

ɬɟɪɵ ɢɫɩɨɥɶɡɭɸɬɫɹ ɩɪɢ ɫɨɡɞɚɧɢɢ ɨɬɞɟɥɶɧɵɯ ɜɢɞɨɜ 
ɛɨɪɬɨɜɨɣ ɚɩɩɚɪɚɬɭɪɵ, ɜ ɬɨɦ ɱɢɫɥɟ ɢ ɞɥɹ ɦɚɥɵɯ ɤɨɫ-
ɦɢɱɟɫɤɢɯ ɚɩɩɚɪɚɬɨɜ [9]. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɜɨɡɦɨɠɧɚ 
ɨɬɪɚɛɨɬɤɚ ɡɚɳɢɬɵ ɫɨɮɬ-ɩɪɨɰɟɫɫɨɪɚ ɨɬ SEU ɜ ɭɠɟ ɡɚ-
ɤɨɧɱɟɧɧɨɣ ɫɢɫɬɟɦɟ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɣ ɞɥɹ ɩɪɚɤɬɢɱɟ-
ɫɤɨɝɨ ɢɫɩɨɥɶɡɨɜɚɧɢɹ. Ⱦɚɧɧɚɹ ɜɨɡɦɨɠɧɨɫɬɶ ɹɜɥɹɟɬɫɹ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɦ ɞɨɫɬɨɢɧɫɬɜɨɦ ɩɪɟɞɥɚɝɚɟɦɨɝɨ ɦɟɬɨɞɚ. 
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Ⱥɪɯɢɬɟɤɬɭɪɚ ɩɪɟɞɫɬɚɜɥɹɟɬ ɫɨɛɨɣ ɫɢɫɬɟɦɭ ɧɚ ɤɪɢ-

ɫɬɚɥɥɟ (ɋɧɄ). Ɉɧɚ ɫɨɫɬɨɢɬ ɢɡ ɩɪɨɰɟɫɫɨɪɧɨɝɨ ɹɞɪɚ  
ɢ ɦɨɞɭɥɹ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ, ɪɚɡɦɟɳɟɧɧɵɯ ɜ FPGA, ɢ 

ɜɧɟɲɧɟɝɨ ɭɩɪɚɜɥɹɸɳɟɝɨ ɤɨɦɩɶɸɬɟɪɚ. Ɉɫɧɨɜɧɵɟ ɤɨɦ-

ɩɨɧɟɧɬɵ ɚɪɯɢɬɟɤɬɭɪɵ ɫɢɫɬɟɦɵ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ ɪɚɫ-
ɩɨɥɚɝɚɸɬɫɹ ɜ FPGA. ɉɪɨɰɟɫɫɨɪ ɢ ɦɨɞɭɥɶ ɢɧɴɟɤɰɢɢ 

ɩɨɥɧɨɫɬɶɸ ɧɟɡɚɜɢɫɢɦɵ ɢ ɫɜɹɡɚɧɵ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ 

ɲɢɧɨɣ. ɍɩɪɚɜɥɹɸɳɢɣ ɤɨɦɩɶɸɬɟɪ ɩɨɞɤɥɸɱɚɟɬɫɹ ɤ 
ɦɨɞɭɥɸ ɢɧɬɟɪɮɟɣɫɨɜ ɜɜɨɞɚ/ɜɵɜɨɞɚ, ɬɚɤɠɟ ɫɜɹɡɚɧɧɨɝɨ 
ɫ ɜɧɭɬɪɟɧɧɟɣ ɲɢɧɨɣ ɋɧɄ. Ɉɧ ɨɫɭɳɟɫɬɜɥɹɟɬ ɨɛɳɟɟ 
ɭɩɪɚɜɥɟɧɢɟ ɢ ɧɚɤɨɩɥɟɧɢɟ ɪɟɡɭɥɶɬɚɬɨɜ ɷɤɫɩɟɪɢɦɟɧɬɨɜ.  
əɞɪɨ ɩɪɨɰɟɫɫɨɪɚ ɨɫɧɚɳɟɧɨ ɬɟɫɬɨɜɵɦ ɩɨɪɬɨɦ, ɹɜ-

ɥɹɸɳɢɦɫɹ ɫɬɚɧɞɚɪɬɧɵɦ ɤɨɦɩɨɧɟɧɬɨɦ ɞɥɹ ɛɨɥɶɲɢɧ-

ɫɬɜɚ ɫɨɜɪɟɦɟɧɧɵɯ ɦɢɤɪɨɩɪɨɰɟɫɫɨɪɨɜ. Ɍɟɫɬɨɜɵɣ ɩɨɪɬ 
ɦɨɠɟɬ ɢɦɟɬɶ ɩɪɹɦɨɣ ɜɧɟɲɧɢɣ ɢɧɬɟɪɮɟɣɫ ɞɥɹ ɜɡɚɢɦɨ-
ɞɟɣɫɬɜɢɹ ɫ ɭɩɪɚɜɥɹɸɳɢɦ ɤɨɦɩɶɸɬɟɪɨɦ, ɚ ɦɨɠɟɬ, ɤɚɤ 
ɜ ɧɚɲɟɦ ɫɥɭɱɚɟ, ɛɵɬɶ ɫɨɟɞɢɧɟɧ ɫ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ 

ɲɢɧɨɣ. Ɍɚɤɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɯɚɪɚɤɬɟɪɧɚ, ɧɚɩɪɢɦɟɪ, ɞɥɹ 
ɫɟɦɟɣɫɬɜɚ ɩɪɨɰɟɫɫɨɪɨɜ Leon [10], ɞɥɹ ɩɪɨɰɟɫɫɨɪɨɜ 
ARM [11]. ɗɬɚ ɨɫɨɛɟɧɧɨɫɬɶ ɹɜɥɹɟɬɫɹ ɤɥɸɱɟɜɨɣ ɞɥɹ 
ɩɪɟɞɥɚɝɚɟɦɨɣ ɚɪɯɢɬɟɤɬɭɪɵ. Ɉɧɚ ɩɨɡɜɨɥɹɟɬ ɜɫɟ ɤɨɦɩɨ-
ɧɟɧɬɵ ɞɥɹ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ, ɤɚɤ ɛɥɨɤɢ ɧɚ ɜɧɭɬɪɢɤɪɢ-

ɫɬɚɥɶɧɨɣ ɲɢɧɟ, ɪɚɡɦɟɫɬɢɬɶ ɜ FPGA, ɚ ɜɧɟɲɧɟɦɭ ɤɨɦ-

ɩɶɸɬɟɪɭ ɨɬɜɟɫɬɢ ɜɫɩɨɦɨɝɚɬɟɥɶɧɭɸ ɪɨɥɶ. 
Ɇɨɞɭɥɶ ɢɧɴɟɤɰɢɢ, ɢɫɩɨɥɶɡɭɹ ɩɨɪɬ ɬɟɫɬɢɪɨɜɚɧɢɹ, 

ɦɨɠɟɬ ɩɪɨɱɢɬɚɬɶ ɞɚɧɧɵɟ ɩɨ ɬɪɟɛɭɟɦɨɦɭ ɚɞɪɟɫɭ ɜɧɭɬ-
ɪɟɧɧɟɣ ɩɚɦɹɬɢ; ɜɧɟɫɬɢ ɨɲɢɛɤɭ, ɢɧɜɟɪɬɢɪɨɜɚɜ ɛɢɬ  
ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɬɪɟɛɭɟɦɵɦ ɧɨɦɟɪɨɦ; ɞɚɧɧɵɟ ɫ ɨɲɢɛ-

ɤɨɣ ɨɛɪɚɬɧɨ ɡɚɩɢɫɚɬɶ ɩɨ ɞɚɧɧɨɦɭ ɚɞɪɟɫɭ. ɋ ɞɪɭɝɨɣ 

ɫɬɨɪɨɧɵ, ɫ ɩɨɦɨɳɶɸ ɩɨɪɬɚ ɬɟɫɬɢɪɨɜɚɧɢɹ ɦɨɞɭɥɶ ɢɧɴ-

ɟɤɰɢɢ ɦɨɠɟɬ ɩɪɨɱɢɬɚɬɶ ɢɧɮɨɪɦɚɰɢɸ ɨ ɮɚɤɬɟ ɜɵɹɜɥɟ-
ɧɢɹ ɨɲɢɛɤɢ ɜɨ ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ, ɨɛɧɚɪɭɠɟɧɧɨɣ ɫ 
ɩɨɦɨɳɶɸ ɦɟɯɚɧɢɡɦɚ ȿɋɋ. ɗɬɚ ɢɧɮɨɪɦɚɰɢɹ ɧɚɯɨɞɢɬɫɹ 
ɜ ɫɬɚɬɭɫɧɨɦ ɪɟɝɢɫɬɪɟ ȿɋɋ, ɯɪɚɧɹɳɟɦ ɚɞɪɟɫ ɜɧɭɬɪɟɧ-

ɧɟɣ ɩɚɦɹɬɢ, ɩɨ ɤɨɬɨɪɨɦɭ ɨɛɧɚɪɭɠɟɧɚ ɨɲɢɛɤɚ, ɢ ɩɪɢ-

ɡɧɚɤ – ɨɲɢɛɤɚ ɩɪɢ ɨɛɧɚɪɭɠɟɧɢɢ ɢɫɩɪɚɜɥɟɧɚ ɢɥɢ ɧɟɬ. 
Ɇɨɞɭɥɶ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ ɫɨɫɬɨɢɬ ɢɡ ɬɪɟɯ ɛɥɨɤɨɜ: 

ɤɨɧɬɪɨɥɥɟɪɚ ɦɨɞɭɥɹ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ (Fault Injection – 

FI), ɝɟɧɟɪɚɬɨɪɚ SEU, ɧɚɤɨɩɢɬɟɥɹ ɪɟɡɭɥɶɬɚɬɨɜ. Ʉɨɧ-

ɬɪɨɥɥɟɪ FI: 

– ɜ ɰɟɥɨɦ ɤɨɨɪɞɢɧɢɪɭɟɬ ɪɚɛɨɬɭ ɤɨɦɩɨɧɟɧɬ ɦɨ-
ɞɭɥɹ ɢɧɴɟɤɰɢɢ;  

– ɢɫɩɨɥɶɡɭɹ ɢɧɮɨɪɦɚɰɢɸ, ɩɨɥɭɱɟɧɧɭɸ ɨɬ ɝɟɧɟ-
ɪɚɬɨɪɚ SEU, ɡɚɧɨɫɢɬ ɨɲɢɛɤɢ ɜ ɬɪɟɛɭɟɦɵɟ ɛɢɬɵ ɜ ɬɪɟ-
ɛɭɟɦɵɟ ɚɞɪɟɫɚ ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ;  

– ɱɢɬɚɟɬ ɜ ɪɟɝɢɫɬɪɟ ɫɬɚɬɭɫɚ ECC ɢɧɮɨɪɦɚɰɢɸ ɨ 
ɮɚɤɬɟ ɨɛɧɚɪɭɠɟɧɢɹ ɦɟɯɚɧɢɡɦɨɦ ECC ɨɲɢɛɤɢ, ɩɪɨɜɟ-
ɪɹɟɬ ɩɪɢɡɧɚɤ «ɨɲɢɛɤɚ ɢɫɩɪɚɜɥɟɧɚ / ɧɟ ɢɫɩɪɚɜɥɟɧɚ» ɢ 

ɫɨɯɪɚɧɹɟɬ ɢɧɮɨɪɦɚɰɢɸ ɨ ɪɟɡɭɥɶɬɚɬɚɯ ɜɧɟɫɟɧɢɹ ɨɲɢɛ-
ɤɢ ɜ ɧɚɤɨɩɢɬɟɥɟ.  
Ƚɟɧɟɪɚɬɨɪ SEU ɜ ɪɟɠɢɦɟ ɪɟɚɥɶɧɨɝɨ ɜɪɟɦɟɧɢ ɝɟɧɟ-

ɪɢɪɭɟɬ ɧɨɜɭɸ ɨɲɢɛɤɭ ɞɥɹ ɡɚɧɟɫɟɧɢɹ ɜɨ ɜɧɭɬɪɟɧɧɸɸ 

ɩɚɦɹɬɶ. Ɉɧ ɨɩɪɟɞɟɥɹɟɬ ɬɪɢ ɩɚɪɚɦɟɬɪɚ: ɜɢɞ ɨɲɢɛɤɢ – 

ɨɞɧɨɤɪɚɬɧɚɹ (ɨɲɢɛɤɚ ɜ ɨɞɧɨɦ ɛɢɬɟ) ɢɥɢ ɞɜɭɤɪɚɬɧɚɹ 
(ɨɲɢɛɤɚ ɜ ɞɜɭɯ ɫɨɫɟɞɧɢɯ ɛɢɬɚɯ); ɚɞɪɟɫ ɨɲɢɛɤɢ ɜɨ 
ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ; ɦɨɦɟɧɬ ɜɪɟɦɟɧɢ ɞɥɹ ɢɧɴɟɤɰɢɢ 

ɨɲɢɛɤɢ. Ɂɚɤɨɧ ɝɟɧɟɪɚɰɢɢ ɨɲɢɛɨɤ ɩɨ ɞɚɧɧɵɦ ɩɚɪɚ-
ɦɟɬɪɚɦ ɦɨɠɟɬ ɛɵɬɶ ɫɥɭɱɚɣɧɵɦ ɪɚɜɧɨɦɟɪɧɵɦ, ɚ ɦɨ-
ɠɟɬ ɛɵɬɶ ɛɨɥɟɟ ɫɥɨɠɧɵɦ, ɭɱɢɬɵɜɚɸɳɢɦ, ɧɚɩɪɢɦɟɪ, 
ɩɪɨɰɟɫɫɵ ɞɟɝɪɚɞɚɰɢɢ ɢ ɧɚɤɨɩɥɟɧɢɹ ɪɚɞɢɚɰɢɢ ɷɥɟɤ-
ɬɪɨɧɧɵɦɢ ɤɨɦɩɨɧɟɧɬɚɦɢ ɫ ɬɟɱɟɧɢɟɦ ɜɪɟɦɟɧɢ ɷɤɫ-
ɩɥɭɚɬɚɰɢɢ. ɉɨɫɥɟɞɧɟɟ ɦɨɠɟɬ ɩɨɬɪɟɛɨɜɚɬɶɫɹ ɞɥɹ ɩɪɨ-

ɜɟɞɟɧɢɹ ɭɫɤɨɪɟɧɧɵɯ ɢɫɩɵɬɚɧɢɣ, ɞɥɹ ɩɨɞɬɜɟɪɠɞɟɧɢɹ 
ɫɛɨɟɭɫɬɨɣɱɢɜɨɫɬɢ ɩɪɨɰɟɫɫɨɪɚ ɧɚ ɤɨɧɟɰ ɫɪɨɤɚ ɷɤɫ-
ɩɥɭɚɬɚɰɢɢ, ɧɚɩɪɢɦɟɪ, ɛɨɪɬɨɜɨɝɨ ɤɨɦɩɶɸɬɟɪɚ ɜ ɤɨɫ-
ɦɢɱɟɫɤɨɦ ɚɩɩɚɪɚɬɟ. ȼ ɩɪɨɫɬɟɣɲɟɦ ɫɥɭɱɚɟ ɝɟɧɟɪɚɬɨɪ 
SEU ɦɨɠɟɬ ɛɵɬɶ ɩɪɨɫɬɨ ɫɬɚɬɢɱɟɫɤɨɣ ɬɚɛɥɢɰɟɣ ɫɨɛɵ-

ɬɢɣ, ɩɚɪɚɦɟɬɪɵ ɤɨɬɨɪɵɯ ɠɟɫɬɤɨ ɡɚɞɚɧɵ. Ⱦɚɧɧɵɣ ɜɚ-
ɪɢɚɧɬ ɦɨɠɟɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧ ɞɥɹ ɫɨɡɞɚɧɢɹ ɫɢɫɬɟɦɵ 

ɤɨɧɬɪɨɥɟɩɪɢɝɨɞɧɨɫɬɢ ɹɞɪɚ ɩɪɨɰɟɫɫɨɪɚ ɜ ɱɚɫɬɢ ɫɛɨɟ-
ɭɫɬɨɣɱɢɜɨɫɬɢ ɤ SEU. 

ɇɚɤɨɩɢɬɟɥɶ ɪɟɡɭɥɶɬɚɬɨɜ ɜɧɟɫɟɧɢɹ ɨɲɢɛɨɤ ɫɨɯɪɚ-
ɧɹɟɬ ɪɟɡɭɥɶɬɚɬɵ ɷɤɫɩɟɪɢɦɟɧɬɨɜ. Ɉɧ ɪɚɫɩɨɥɚɝɚɟɬɫɹ ɜɨ 
ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ ɩɚɦɹɬɢ FPGA ɢ ɦɨɠɟɬ ɛɵɬɶ ɞɨɫ-
ɬɚɬɨɱɧɨ ɛɨɥɶɲɢɦ ɞɥɹ FPGA ɛɨɥɶɲɨɝɨ ɪɚɡɦɟɪɚ ɢ ɡɚɜɢ-

ɫɟɬɶ ɨɬ ɜɟɥɢɱɢɧɵ ɩɪɨɰɟɫɫɨɪɧɨɝɨ ɹɞɪɚ. ȼ ɩɪɨɫɬɟɣɲɟɦ 

ɫɥɭɱɚɟ ɧɚɤɨɩɢɬɟɥɶ ɦɨɠɟɬ ɫɨɞɟɪɠɚɬɶ ɬɨɥɶɤɨ ɤɨɥɢɱɟɫɬ-
ɜɨ ɨɛɧɚɪɭɠɟɧɧɵɯ ɨɲɢɛɨɤ ɢ ɤɨɥɢɱɟɫɬɜɨ ɢɫɩɪɚɜɥɟɧɧɵɯ 
(ɢɥɢ ɧɟɢɫɩɪɚɜɥɟɧɧɵɯ) ɨɲɢɛɨɤ ɞɥɹ ɤɚɠɞɨɝɨ ɜɢɞɚ 
ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ ɩɪɨɰɟɫɫɨɪɚ. Ⱦɥɹ ɩɪɨɜɟɞɟɧɢɹ ɛɨɥɟɟ 
ɝɥɭɛɨɤɨɝɨ ɚɧɚɥɢɡɚ ɪɟɡɭɥɶɬɚɬɨɜ ɞɥɹ ɤɚɠɞɨɝɨ ɫɥɭɱɚɹ 
ɨɛɧɚɪɭɠɟɧɢɹ ɨɲɢɛɤɢ ɜ ɧɚɤɨɩɢɬɟɥɟ ɦɨɠɟɬ ɫɨɯɪɚɧɹɬɶ-
ɫɹ ɟɟ ɚɞɪɟɫ ɜɨ ɜɧɭɬɪɟɧɧɟɣ ɩɚɦɹɬɢ ɩɪɨɰɟɫɫɨɪɚ. ȼ ɷɬɨɦ 

ɫɥɭɱɚɟ ɧɚɤɨɩɢɬɟɥɶ ɩɪɟɞɫɬɚɜɥɹɟɬ ɬɚɛɥɢɰɭ (ɧɟɫɤɨɥɶɤɨ 
ɬɚɛɥɢɰ), ɫɨɞɟɪɠɢɦɨɟ ɤɨɬɨɪɨɣ ɩɨ ɨɤɨɧɱɚɧɢɢ ɷɤɫɩɟɪɢ-

ɦɟɧɬɚ ɩɟɪɟɞɚɟɬɫɹ ɜ ɭɩɪɚɜɥɹɸɳɢɣ ɤɨɦɩɶɸɬɟɪ. ȿɫɥɢ 

ɜɪɟɦɹ ɷɤɫɩɟɪɢɦɟɧɬɚ ɜɟɥɢɤɨ, ɬɨ ɞɥɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ 
ɩɟɪɟɩɨɥɧɟɧɢɹ ɧɚɤɨɩɢɬɟɥɹ ɩɪɟɞɭɫɦɨɬɪɟɧɚ ɜɨɡɦɨɠ-

ɧɨɫɬɶ ɟɝɨ ɩɟɪɢɨɞɢɱɟɫɤɨɝɨ ɫɱɢɬɵɜɚɧɢɹ. ȼɨɡɦɨɠɟɧ ɬɚɤ-
ɠɟ ɜɚɪɢɚɧɬ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɨɞ ɧɚɤɨɩɢɬɟɥɶ ɪɟɡɭɥɶɬɚ-
ɬɨɜ ɷɤɫɩɟɪɢɦɟɧɬɨɜ ɜɧɟɲɧɟɣ ɩɚɦɹɬɢ SUT. ȼ ɷɬɨɦ ɫɥɭ-
ɱɚɟ ɤɨɧɬɪɨɥɥɟɪ FI ɞɨɥɠɟɧ ɛɵɬɶ «ɦɚɫɬɟɪɨɦ» ɧɚ ɜɧɭɬ-
ɪɢɤɪɢɫɬɚɥɶɧɨɣ ɲɢɧɟ. 

    -

 . ɉɪɟɞɫɬɚɜɥɟɧɧɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɢɧɴɟɤ-
ɰɢɢ ɨɲɢɛɨɤ ɪɟɚɥɢɡɨɜɚɧɚ ɜ ɉɅɂɋ-ɭɫɬɪɨɣɫɬɜɟ ɧɚ ɛɚɡɟ 
flash-FPGA ProASIC3E A3PE3000, ɹɜɥɹɸɳɟɦɫɹ ɢɧɠɟ-
ɧɟɪɧɵɦ ɨɛɪɚɡɰɨɦ ɛɨɪɬɨɜɨɝɨ ɤɨɦɩɶɸɬɟɪɚ. Ɉɧɨ ɛɵɥɨ 
ɪɚɡɪɚɛɨɬɚɧɨ ɜ ɋɢɛȽȺɍ ɞɥɹ ɦɚɥɨɝɨ ɤɨɫɦɢɱɟɫɤɨɝɨ ɚɩ-

ɩɚɪɚɬɚ TabletSat [12]. ȼɢɞɨɢɡɦɟɧɟɧɧɚɹ ɩɨɞ ɞɚɧɧɵɣ 

ɩɪɢɦɟɪ ɪɟɚɥɢɡɚɰɢɢ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɢɧɴɟɤɰɢɢ 

ɨɲɢɛɨɤ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫ. 2. ȼ ɤɚɱɟɫɬɜɟ IP-

ɩɪɨɰɟɫɫɨɪɚ ɢɫɩɨɥɶɡɨɜɚɧɨ ɨɬɤɪɵɬɨɟ ɧɚ ɭɪɨɜɧɟ VHDL-

ɤɨɞɚ ɦɨɞɢɮɢɰɢɪɨɜɚɧɧɨɟ ɩɪɨɰɟɫɫɨɪɧɨɟ ɹɞɪɨ LEON3. 

Ɋɚɡɦɟɪ ɤɷɲ-ɞɚɧɧɵɯ 8 Ʉȼ, ɪɚɡɦɟɪ ɤɷɲ-ɤɨɦɚɧɞ ɪɚɜɟɧ  

8 Ʉȼ, ɪɚɡɦɟɪ ɪɟɝɢɫɬɪɨɜɨɝɨ ɮɚɣɥɚ – 128 32-ɪɚɡɪɹɞɧɵɯ 
ɫɥɨɜ. ɋɜɹɡɶ ɦɟɠɞɭ ɩɪɨɰɟɫɫɨɪɧɵɦ ɹɞɪɨɦ ɢ ɦɨɞɭɥɟɦ 

ɢɧɴɟɤɰɢɢ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɨ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ ɲɢ-

ɧɟ AMBA [13]. AMBA ɢɦɟɟɬ ɞɜɟ ɲɢɧɵ: ɜɵɫɨɤɨɫɤɨɪɨ-
ɫɬɧɭɸ AHB ɢ ɧɢɡɤɨɫɤɨɪɨɫɬɧɭɸ APB. Ɍɟɫɬɨɜɵɣ ɩɨɪɬ 
DSU (Debug Set Unit) ɪɚɫɩɨɥɨɠɟɧ ɧɚ ɜɵɫɨɤɨɫɤɨɪɨɫɬ-
ɧɨɣ ɲɢɧɟ AHB. ɍɩɪɚɜɥɹɸɳɢɣ ɤɨɦɩɶɸɬɟɪ ɩɨɞɤɥɸɱɚ-
ɟɬɫɹ ɤ ɧɢɡɤɨɫɤɨɪɨɫɬɧɨɣ ɲɢɧɟ APB ɱɟɪɟɡ ɢɧɬɟɪɮɟɣɫ 
UART. 

Ɉɬɪɚɛɨɬɤɚ ɩɪɟɞɫɬɚɜɥɟɧɧɨɣ ɧɚ ɪɢɫ. 2 ɚɪɯɢɬɟɤɬɭɪɵ 

ɩɪɨɜɨɞɢɥɚɫɶ ɜ ɩɪɨɰɟɫɫɟ ɷɤɫɩɟɪɢɦɟɧɬɨɜ ɩɨ ɜɧɟɫɟɧɢɸ 

ɨɲɢɛɨɤ ɜ ɪɟɝɢɫɬɪɨɜɵɣ ɮɚɣɥ ɢ ɜɨ ɜɧɟɲɧɟɟ ɈɁɍ ɩɪɨ-
ɰɟɫɫɨɪɚ. ɐɟɥɶɸ ɩɪɨɜɨɞɢɦɵɯ ɪɚɛɨɬ ɹɜɥɹɥɚɫɶ ɪɟɚɥɢɡɚ-
ɰɢɹ ɞɚɧɧɨɣ ɚɪɯɢɬɟɤɬɭɪɵ ɢ ɩɪɨɜɟɪɤɚ ɟɟ ɪɚɛɨɬɨɫɩɨɫɨɛ-
ɧɨɫɬɢ ɫ ɨɰɟɧɤɨɣ ɜɧɨɫɢɦɨɣ ɢɡɛɵɬɨɱɧɨɫɬɢ ɜ FPGA. 

Ɇɟɯɚɧɢɡɦ ȿɋɋ [14] ɛɵɥ ɪɟɚɥɢɡɨɜɚɧ ɧɚ ɛɚɡɟ ɩɨɦɟ-
ɯɨɭɫɬɨɣɱɢɜɨɝɨ ɦɨɞɢɮɢɰɢɪɨɜɚɧɧɨɝɨ ɤɨɞɚ ɏɫɹɨ [15]. 

ɉɨɫɥɟ ɤɚɠɞɨɝɨ ɫɥɭɱɚɹ ɨɛɧɚɪɭɠɟɧɢɹ ɨɲɢɛɤɢ ɫɬɚɬɭɫ-
ɧɵɣ ɪɟɝɢɫɬɪ ECC ɫɨɯɪɚɧɹɥ 2 ɩɪɢɡɧɚɤɚ: «ɨɲɢɛɤɚ  
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ɨɛɧɚɪɭɠɟɧɚ» ɢ «ɨɲɢɛɤɚ ɢɫɩɪɚɜɥɟɧɚ / ɧɟ ɢɫɩɪɚɜɥɟɧɚ». 

Ƚɟɧɟɪɚɬɨɪ SEU ɛɵɥ ɩɪɟɞɫɬɚɜɥɟɧ ɬɚɛɥɢɰɟɣ ɨɞɧɨɤɪɚɬ-
ɧɵɯ ɨɲɢɛɨɤ, ɫɥɭɱɚɣɧɨ ɪɚɫɩɪɟɞɟɥɟɧɧɵɯ ɩɨ ɚɞɪɟɫɚɦ 

ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ (ɪɟɝɢɫɬɪɨɜɵɣ ɮɚɣɥ ȺɅɍ) ɢ ɜɧɟɲ-

ɧɟɣ (ɈɁɍ) ɩɚɦɹɬɢ. Ⱦɚɧɧɚɹ ɬɚɛɥɢɰɚ ɬɚɤɠɟ ɫɨɞɟɪɠɢɬ ɜ 
ɫɟɛɟ ɡɧɚɱɟɧɢɹ ɢɧɬɟɧɫɢɜɧɨɫɬɢ ɢɧɴɟɤɰɢɢ ɫɛɨɟɜ, ɤɨɬɨ-
ɪɚɹ ɨɩɪɟɞɟɥɹɟɬɫɹ ɜɪɟɦɟɧɧɵɦɢ ɡɚɞɟɪɠɤɚɦɢ ɦɟɠɞɭ ɫɨ-
ɛɵɬɢɹɦɢ «ɢɧɴɟɤɰɢɹ ɡɚɜɟɪɲɟɧɚ». Ɍɚɛɥɢɰɚ ɨɞɧɨɤɪɚɬ-
ɧɵɯ ɫɛɨɟɜ ɢɧɢɰɢɚɥɢɡɢɪɭɟɬɫɹ ɩɪɢ ɜɤɥɸɱɟɧɢɢ. ɂɦɟɟɬɫɹ 
ɜɨɡɦɨɠɧɨɫɬɶ ɩɨɥɭɱɢɬɶ ɤ ɧɟɣ ɞɨɫɬɭɩ ɢ ɢɧɢɰɢɚɥɢɡɢɪɨ-
ɜɚɬɶ ɜɪɭɱɧɭɸ ɩɟɪɟɞ ɩɪɨɜɟɞɟɧɢɟɦ ɷɤɫɩɟɪɢɦɟɧɬɚ. Ʉɪɨ-
ɦɟ ɬɨɝɨ, ɤɨɧɬɪɨɥɥɟɪ ɢɧɴɟɤɬɨɪɚ ɨɲɢɛɨɤ ɦɨɠɟɬ ɫɚɦɨ-
ɫɬɨɹɬɟɥɶɧɨ ɢɧɢɰɢɚɥɢɡɢɪɨɜɚɬɶ ɞɚɧɧɭɸ ɬɚɛɥɢɰɭ. Ⱦɥɹ 
ɷɬɨɝɨ ɜ ɟɝɨ ɫɨɫɬɚɜ ɛɵɥɢ ɜɤɥɸɱɟɧɵ ɝɟɧɟɪɚɬɨɪɵ ɩɫɟɜ-
ɞɨɫɥɭɱɚɣɧɵɯ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɟɣ ɫ ɧɚɫɬɪɚɢɜɚɟɦɵɦ 

ɞɢɚɩɚɡɨɧɨɦ ɜɵɞɚɜɚɟɦɵɯ ɡɧɚɱɟɧɢɣ. ȼɨɡɦɨɠɧɨɫɬɶ ɡɚ-
ɩɨɥɧɟɧɢɹ ɥɢɫɬɚ ɨɲɢɛɨɤ ɫɥɭɱɚɣɧɵɦɢ ɡɧɚɱɟɧɢɹɦɢ ɩɨ-
ɡɜɨɥɹɟɬ ɢɫɩɨɥɶɡɨɜɚɬɶ ɦɚɥɵɟ ɪɚɡɦɟɪɵ ɬɚɛɥɢɰɵ ɨɲɢɛɨɤ 
ɩɪɢ ɜɧɟɫɟɧɢɢ ɛɨɥɶɲɨɝɨ ɨɛɴёɦɚ ɢɧɴɟɤɰɢɣ. ɇɚɤɨɩɢ-

ɬɟɥɶ ɪɟɡɭɥɶɬɚɬɨɜ ɢɧɴɟɤɰɢɢ ɪɚɡɦɟɳɚɥɫɹ ɜɨ ɜɧɭɬɪɢɤɪɢ-

ɫɬɚɥɶɧɨɣ ɩɚɦɹɬɢ FPGA, ɟɝɨ ɪɚɡɦɟɪ ɛɵɥ ɪɚɜɟɧ ɤɨɥɢɱɟ-
ɫɬɜɭ ɨɲɢɛɨɤ ɜ ɥɢɫɬɟ ɨɲɢɛɨɤ SEU.   

Ɉɛɪɚɳɟɧɢɟ ɤ ɞɚɧɧɵɦ ɜ ɈɁɍ ɫ ɰɟɥɶɸ ɡɚɩɭɫɤɚ ɦɟ-
ɯɚɧɢɡɦɚ ECC ɩɪɨɢɡɜɨɞɢɥɨɫɶ ɫ ɩɨɦɨɳɶɸ ɬɟɫɬɨɜɨɣ 

ɩɪɨɝɪɚɦɦɵ, ɰɟɥɶɸ ɤɨɬɨɪɨɣ ɹɜɥɹɥɚɫɶ ɨɪɝɚɧɢɡɚɰɢɹ 
ɱɬɟɧɢɹ ɦɚɤɫɢɦɚɥɶɧɨ ɜɨɡɦɨɠɧɨɝɨ ɩɪɨɫɬɪɚɧɫɬɜɚ ɈɁɍ. 

ȼ ɩɪɨɝɪɚɦɦɟ ɜɵɞɟɥɹɥɫɹ ɢ ɢɧɢɰɢɚɥɢɡɢɪɨɜɚɥɫɹ ɦɚɫɫɢɜ 
ɞɚɧɧɵɯ, ɪɚɜɧɵɣ ɪɚɡɦɟɪɭ ɈɁɍ. Ⱦɚɥɟɟ ɜ ɰɢɤɥɟ ɩɪɨɢɫ-
ɯɨɞɢɥ ɪɚɫɱɟɬ ɤɨɧɬɪɨɥɶɧɨɣ ɫɭɦɦɵ ɞɚɧɧɵɯ, ɪɚɫɩɨɥɨ-
ɠɟɧɧɵɯ ɜ ɦɚɫɫɢɜɟ. ȿɫɥɢ ɦɟɯɚɧɢɡɦ ȿɋɋ ɨɬɪɚɛɚɬɵɜɚɥ 
ɜɧɨɫɢɦɵɟ ɨɲɢɛɤɢ, ɬɨ ɤɨɧɬɪɨɥɶɧɚɹ ɫɭɦɦɚ ɩɨɫɥɟ ɤɚɠ-

ɞɨɣ ɢɬɟɪɚɰɢɢ ɞɨɥɠɧɚ ɨɫɬɚɜɚɬɶɫɹ ɨɞɧɨɣ ɢ ɬɨɣ ɠɟ. Ɉɛ-

ɪɚɳɟɧɢɟ ɤ ɪɟɝɢɫɬɪɨɜɨɦɭ ɮɚɣɥɭ ɩɪɨɢɡɜɨɞɢɥɨɫɶ ɜ ɦɨ-
ɦɟɧɬɵ ɪɚɛɨɬɵ ɩɪɨɰɟɫɫɨɪɚ. 
ɉɨɫɤɨɥɶɤɭ ɜ ɩɪɨɰɟɫɫɟ ɪɚɛɨɬɵ ɩɪɨɰɟɫɫɨɪɚ ɞɚɠɟ ɧɚɞ 

ɜɵɩɨɥɧɟɧɢɟɦ ɩɪɟɞɥɨɠɟɧɧɨɣ ɬɟɫɬɨɜɨɣ ɩɪɨɝɪɚɦɦɵ 

ɧɟɜɨɡɦɨɠɧɨ ɝɚɪɚɧɬɢɪɨɜɚɬɶ, ɱɬɨ ɩɨɫɥɟ ɜɧɟɫɟɧɢɹ ɨɲɢɛ-
ɤɢ ɩɪɢ ɱɬɟɧɢɢ ɤɚɠɞɨɣ ɹɱɟɣɤɢ ɩɚɦɹɬɢ ɨɲɢɛɤɚ ɛɭɞɟɬ 
ɨɛɧɚɪɭɠɟɧɚ ɪɚɧɟɟ, ɱɟɦ ɷɬɚ ɹɱɟɣɤɚ ɛɭɞɟɬ ɩɟɪɟɩɢɫɚɧɚ 
ɞɪɭɝɢɦɢ ɞɚɧɧɵɦɢ, ɧɟ ɫɥɟɞɭɟɬ ɨɠɢɞɚɬɶ, ɱɬɨ ɤɚɠɞɚɹ 
ɢɧɴɟɤɬɢɪɨɜɚɧɧɚɹ ɨɲɢɛɤɚ ɛɭɞɟɬ ɨɛɧɚɪɭɠɟɧɚ, ɚ ɡɚɬɟɦ 

ɢɫɩɪɚɜɥɟɧɚ. ɍɱɢɬɵɜɚɹ ɷɬɨ ɨɛɫɬɨɹɬɟɥɶɫɬɜɨ, ɛɵɥ ɪɟɚɥɢ-

ɡɨɜɚɧ ɚɫɢɧɯɪɨɧɧɵɣ ɪɟɠɢɦ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ ɢ ɨɛɪɚ-
ɳɟɧɢɹ ɤ ɩɚɦɹɬɢ, ɤɨɝɞɚ ɦɨɞɭɥɶ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ  
ɢ ɬɟɫɬɨɜɚɹ ɩɪɨɝɪɚɦɦɚ ɪɚɛɨɬɚɸɬ ɧɟɡɚɜɢɫɢɦɨ ɞɪɭɝ ɨɬ 
ɞɪɭɝɚ. ɉɪɢ ɷɬɨɦ ɤɪɢɬɟɪɢɟɦ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɩɪɟɞ-

ɥɨɠɟɧɧɨɝɨ ɩɨɞɯɨɞɚ ɹɜɥɹɥɨɫɶ ɧɟ ɬɨ, ɱɬɨ ɤɚɠɞɚɹ ɜɧɟ-
ɫɟɧɧɚɹ ɨɲɢɛɤɚ ɨɛɧɚɪɭɠɟɧɚ ɢ ɢɫɩɪɚɜɥɟɧɚ ɩɪɢ ɫɨɯɪɚ-
ɧɟɧɢɢ ɤɨɧɬɪɨɥɶɧɨɣ ɫɭɦɦɵ ɩɨɫɥɟ ɤɚɠɞɨɣ ɢɬɟɪɚɰɢɢ,  

ɚ ɬɨ, ɱɬɨ ɟɫɥɢ ɨɲɢɛɤɚ ɨɛɧɚɪɭɠɟɧɚ, ɬɨ ɨɧɚ ɢɫɩɪɚɜɥɟɧɚ, 
ɚ ɤɨɧɬɪɨɥɶɧɚɹ ɫɭɦɦɚ ɨɫɬɚɥɚɫɶ ɧɟɢɡɦɟɧɧɨɣ ɩɨɫɥɟ ɤɚɠ-

ɞɨɣ ɢɬɟɪɚɰɢɢ ɬɟɫɬɨɜɨɣ ɩɪɨɝɪɚɦɦɵ.  

Ⱦɥɹ ɨɰɟɧɤɢ ɢɡɛɵɬɨɱɧɨɫɬɢ, ɜɧɨɫɢɦɨɣ ɜ FPGA, ɪɚɫ-
ɫɦɨɬɪɟɧɧɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɛɵɥɚ ɪɟɚɥɢɡɨɜɚɧɚ ɞɥɹ ɪɚɡɧɨ-
ɝɨ ɤɨɥɢɱɟɫɬɜɚ ɨɲɢɛɨɤ, ɨɩɪɟɞɟɥɟɧɧɵɯ ɜ ɥɢɫɬɟ ɫɨɛɵɬɢɣ 

SEU. Ɋɟɡɭɥɶɬɚɬɵ ɫɢɧɬɟɡɚ ɞɥɹ ɧɟɫɤɨɥɶɤɢɯ ɉɅɂɋ ɤɨɦ-

ɩɚɧɢɣ ACTEL ɢ ALTERA ɩɪɟɞɫɬɚɜɥɟɧɵ ɜ ɬɚɛɥ. 1. ɂɡ 
ɬɚɛɥ. 1 ɫɥɟɞɭɟɬ, ɱɬɨ ɩɪɟɞɥɨɠɟɧɧɵɣ ɦɟɬɨɞ ɧɟ ɹɜɥɹɟɬɫɹ 
ɪɟɫɭɪɫɨɡɚɬɪɚɬɧɵɦ. ɋ ɪɨɫɬɨɦ ɪɚɡɦɟɪɚ ɥɢɫɬɚ ɨɲɢɛɨɤ 
ɤɨɥɢɱɟɫɬɜɨ ɥɨɝɢɱɟɫɤɢɯ ɛɥɨɤɨɜ, ɧɟɨɛɯɨɞɢɦɵɯ ɞɥɹ ɪɟɚ-
ɥɢɡɚɰɢɢ ɦɟɬɨɞɚ, ɨɫɬɚɟɬɫɹ ɩɪɚɤɬɢɱɟɫɤɢ ɧɟɢɡɦɟɧɧɵɦ. 

ɉɨɬɪɟɛɧɨɫɬɶ ɜɨ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ ɩɚɦɹɬɢ ɞɥɹ  

ɦɧɨɝɨɤɪɚɬɧɨ ɩɪɨɝɪɚɦɦɢɪɭɟɦɵɯ ɢ ɨɞɧɨɤɪɚɬɧɨ ɩɪɨ-
ɝɪɚɦɦɢɪɭɟɦɵɯ flash-ɉɅɂɋ ɤɨɦɩɚɧɢɢ Microsemi  

ɜ ɩɪɨɰɟɧɬɧɨɦ ɫɨɨɬɧɨɲɟɧɢɢ ɭɜɟɥɢɱɢɜɚɟɬɫɹ ɛɵɫɬɪɟɟ.  
ȼ ɩɟɪɜɭɸ ɨɱɟɪɟɞɶ ɷɬɨ ɫɜɹɡɚɧɨ ɫ ɨɫɨɛɟɧɧɨɫɬɹɦɢ ɞɚɧ-

ɧɵɯ ɉɅɂɋ. Ɉɞɧɚɤɨ ɩɪɢɦɟɧɟɧɢɟ ɜ ɩɪɟɞɥɨɠɟɧɧɨɦ ɦɟ-
ɬɨɞɟ ɮɭɧɤɰɢɢ ɚɜɬɨɦɚɬɢɱɟɫɤɨɝɨ ɡɚɩɨɥɧɟɧɢɹ ɩɨɡɜɨɥɹɟɬ 
ɢɫɩɨɥɶɡɨɜɚɬɶ ɥɢɫɬ ɨɲɢɛɨɤ ɦɟɧɶɲɟɝɨ ɨɛɴёɦɚ. Ɉɧ ɦɨ-
ɠɟɬ ɛɵɬɶ ɚɜɬɨɦɚɬɢɱɟɫɤɢ ɩɪɨɢɧɢɰɢɚɥɢɡɢɪɨɜɚɧ ɞɥɹ 
ɜɧɟɫɟɧɢɹ ɧɨɜɨɣ ɩɨɪɰɢɢ ɢɧɴɟɤɰɢɣ. Ɍɟɦ ɫɚɦɵɦ ɭɦɟɧɶ-
ɲɢɬɫɹ ɩɨɬɪɟɛɧɨɫɬɶ ɜ ɢɫɩɨɥɶɡɭɟɦɵɯ ɛɥɨɤɚɯ ɩɚɦɹɬɢ. 

ȼ ɬɚɛɥ. 2 ɩɪɟɞɫɬɚɜɥɟɧɵ ɪɟɡɭɥɶɬɚɬɵ ɷɤɫɩɟɪɢɦɟɧɬɨɜ 
ɩɨ ɜɧɟɫɟɧɢɸ ɨɲɢɛɨɤ ɜ ɩɚɦɹɬɶ. Ʉɚɤ ɢ ɨɠɢɞɚɥɨɫɶ, ɧɟ 
ɜɫɟ ɜɧɨɫɢɦɵɟ ɨɲɢɛɤɢ ɛɵɥɢ ɨɛɧɚɪɭɠɟɧɵ. ɑɚɫɬɶ ɢɧɴ-

ɟɤɰɢɣ ɜ ɈɁɍ ɩɪɢɲɥɚɫɶ ɧɚ ɧɟɢɫɩɨɥɶɡɭɟɦɵɟ ɨɛɥɚɫɬɢ 

ɩɚɦɹɬɢ, ɱɚɫɬɶ – ɧɚ ɩɟɪɟɡɚɩɢɫɵɜɚɟɦɵɟ ɭɱɚɫɬɤɢ ɩɚɦɹɬɢ 

ɉɈ. Ɋɟɡɭɥɶɬɚɬɵ ɷɤɫɩɟɪɢɦɟɧɬɨɜ ɩɨɤɚɡɵɜɚɸɬ, ɱɬɨ ɩɪɢ-

ɦɟɪɧɨ 90 % ɜɧɨɫɢɦɵɯ ɨɲɢɛɨɤ ɛɵɥɢ ɨɛɧɚɪɭɠɟɧɵ. 

ȼ ɫɥɭɱɚɹɯ ɨɛɧɚɪɭɠɟɧɢɹ ɨɲɢɛɨɤ ɧɟ ɦɟɧɟɟ 92 % 

ɨɲɢɛɨɤ ɛɵɥɢ ɢɫɩɪɚɜɥɟɧɵ ɫ ɩɨɦɨɳɶɸ ɤɨɞɚ ɏɫɹɨ. 
Ⱦɚɧɧɵɟ ɪɟɡɭɥɶɬɚɬɵ ɫɜɹɡɚɧɵ ɫ ɢɧɬɟɧɫɢɜɧɨɫɬɶɸ ɜɧɟɫɟ-
ɧɢɹ ɨɲɢɛɨɤ ɢ ɨɛɴёɦɨɦ ɩɚɦɹɬɢ. ȼ ɩɟɪɜɨɦ ɷɤɫɩɟɪɢɦɟɧ-

ɬɟ ɩɪɢ ɢɧɴɟɤɰɢɢ 100 ɨɲɢɛɨɤ ɜ ɈɁɍ ɨɛɴёɦɨɦ 16 ɆȻ 

ɫɛɨɢ ɪɚɫɩɪɟɞɟɥɢɥɢɫɶ ɪɚɜɧɨɦɟɪɧɨ ɩɨ ɜɫɟɦɭ ɨɛɴёɦɭ 
ɩɚɦɹɬɢ. ȼɫɟ ɨɧɢ ɛɵɥɢ ɨɛɧɚɪɭɠɟɧɵ ɢ ɢɫɩɪɚɜɥɟɧɵ ɜɜɢ-

ɞɭ ɨɬɫɭɬɫɬɜɢɹ ɞɜɨɣɧɵɯ ɨɲɢɛɨɤ ɜ ɩɚɦɹɬɢ. Ⱦɚɧɧɵɟ ɜ 
ɪɟɝɢɫɬɪɨɜɨɦ ɮɚɣɥɟ ɨɛɧɨɜɥɹɸɬɫɹ ɨɱɟɧɶ ɱɚɫɬɨ ɜɜɢɞɭ 
ɩɨɫɬɨɹɧɧɨɝɨ ɨɛɪɚɳɟɧɢɹ ɩɪɨɰɟɫɫɨɪɚ ɤ ɪɟɝɢɫɬɪɨɜɨɣ 

ɩɚɦɹɬɢ. ɉɨɷɬɨɦɭ ɦɧɨɝɢɟ ɢɧɴɟɤɰɢɢ ɨɤɚɡɚɥɢɫɶ ɧɟɷɮ-

ɮɟɤɬɢɜɧɵɦɢ. Ⱦɥɹ ɬɨɝɨ ɱɬɨɛɵ ɩɨɜɵɫɢɬɶ ɷɮɮɟɤɬɢɜ-
ɧɨɫɬɶ ɜɧɟɫɟɧɢɹ ɨɲɢɛɨɤ, ɩɪɢɲɥɨɫɶ ɡɧɚɱɢɬɟɥɶɧɨ ɭɜɟ-
ɥɢɱɢɬɶ ɢɧɬɟɧɫɢɜɧɨɫɬɶ ɢɧɴɟɤɰɢɣ. ȼ ɪɟɡɭɥɶɬɚɬɟ, ɜ ɩɨ-
ɫɥɟɞɭɸɳɢɯ ɷɤɫɩɟɪɢɦɟɧɬɚɯ ɩɪɢ ɢɧɴɟɤɰɢɢ 500, 1000  

ɢ 2000 ɨɲɢɛɨɤ ɭɞɚɥɨɫɶ ɫɦɨɞɟɥɢɪɨɜɚɬɶ ɫɢɬɭɚɰɢɢ ɞɥɹ 
ɩɪɨɜɟɪɤɢ ɮɭɧɤɰɢɨɧɚɥɚ ɨɛɧɚɪɭɠɟɧɢɹ ɞɜɨɣɧɵɯ ɨɲɢɛɨɤ 
ɜ ɈɁɍ ɢ ɪɟɝɢɫɬɪɨɜɨɦ ɮɚɣɥɟ, ɚ ɬɚɤɠɟ ɨɬɪɚɛɨɬɚɬɶ ɪɟɚɤ-
ɰɢɸ ɬɟɫɬɨɜɨɝɨ ɉɈ ɧɚ ɞɚɧɧɵɟ ɫɨɛɵɬɢɹ. Ʉɨɞ ɏɫɹɨ ɧɟ 
ɢɫɩɪɚɜɥɹɟɬ ɞɜɨɣɧɵɟ ɨɲɢɛɤɢ, ɩɨɷɬɨɦɭ ɧɟ ɜɫɟ ɨɲɢɛɤɢ, 

ɩɪɢɜɟɞёɧɧɵɟ ɜ ɪɟɡɭɥɶɬɚɬɚɯ ɬɟɫɬɢɪɨɜɚɧɢɹ, ɛɵɥɢ ɢɫ-
ɩɪɚɜɥɟɧɵ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɦɟɧɹɹ ɢɧɬɟɧɫɢɜɧɨɫɬɶ ɫɛɨɟɜ, 
ɦɨɠɧɨ ɩɪɨɦɨɞɟɥɢɪɨɜɚɬɶ ɩɨɜɟɞɟɧɢɟ ɫɢɫɬɟɦɵ, ɨɬɪɚɛɨ-
ɬɚɬɶ ɜɨɡɦɨɠɧɵɟ ɜɧɟɲɬɚɬɧɵɟ ɫɢɬɭɚɰɢɢ. ȼ ɰɟɥɨɦ ɠɟ 
ɪɟɡɭɥɶɬɚɬɵ ɷɤɫɩɟɪɢɦɟɧɬɨɜ ɫɨɨɬɜɟɬɫɬɜɭɸɬ ɨɠɢɞɚɟ-
ɦɵɦ, ɚ ɩɪɟɞɥɨɠɟɧɧɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɢɧɴɟɤɰɢɢ 

ɨɲɢɛɨɤ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɡɚɞɚɱɟ ɬɟɫɬɢɪɨɜɚɧɢɹ ɫɛɨɟ-
ɭɫɬɨɣɱɢɜɨɣ ɚɪɯɢɬɟɤɬɭɪɵ ɩɪɨɰɟɫɫɨɪɧɵɯ IP-ɛɥɨɤɨɜ. 

. Ɋɚɫɫɦɨɬɪɟɧɧɵɟ ɫɩɨɫɨɛ ɢ ɚɪɯɢɬɟɤɬɭ-
ɪɚ ɫɢɫɬɟɦɵ ɜɧɟɫɟɧɢɹ ɨɲɢɛɤɢ ɹɜɥɹɸɬɫɹ ɪɚɡɜɢɬɢɟɦ 

OCD-ɦɟɬɨɞɨɜ ɢɧɴɟɤɰɢɢ ɞɥɹ ɩɪɨɰɟɫɫɨɪɧɵɯ ɹɞɟɪ, 
ɜɫɬɪɨɟɧɧɵɯ ɜ FPGA-ɭɫɬɪɨɣɫɬɜɚ. ɂɯ ɨɫɧɨɜɧɨɟ ɨɬɥɢɱɢɟ 
ɫɨɫɬɨɢɬ ɜ ɬɨɦ, ɱɬɨ ɜɫɹ ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ ɩɨ ɜɧɟɫɟɧɢɸ 

ɨɲɢɛɨɤ ɞɥɹ ɤɥɚɫɫɢɮɢɤɚɰɢɢ ɢ ɩɟɪɜɢɱɧɨɝɨ ɧɚɤɨɩɥɟɧɢɹ 
ɩɨɫɥɟɞɫɬɜɢɣ ɨɲɢɛɨɤ ɫɨɞɟɪɠɢɬɫɹ ɜ FPGA. ɍɩɪɚɜɥɹɸ-

ɳɢɣ ɤɨɦɩɶɸɬɟɪ ɜ ɩɪɨɰɟɫɫɟ ɷɤɫɩɟɪɢɦɟɧɬɚ ɩɨ ɜɧɟɫɟ-
ɧɢɸ ɨɲɢɛɨɤ ɜɵɩɨɥɧɹɟɬ ɜɫɩɨɦɨɝɚɬɟɥɶɧɭɸ ɪɨɥɶ ɩɨɫɬ-
ɨɛɪɚɛɨɬɱɢɤɚ ɟɝɨ ɪɟɡɭɥɶɬɚɬɨɜ. ɗɬɨ ɭɜɟɥɢɱɢɜɚɟɬ ɪɟɚɥɢ-

ɫɬɢɱɧɨɫɬɶ ɩɪɨɜɟɞɟɧɢɹ ɷɤɫɩɟɪɢɦɟɧɬɚ, ɧɟɫɤɨɥɶɤɨ ɭɜɟ-
ɥɢɱɢɜɚɟɬ ɟɝɨ ɫɤɨɪɨɫɬɶ, ɚ ɬɚɤɠɟ ɩɨɡɜɨɥɹɟɬ ɩɪɨɜɨɞɢɬɶ 
ɷɤɫɩɟɪɢɦɟɧɬ ɜ ɭɠɟ ɡɚɤɨɧɱɟɧɧɵɯ ɨɛɪɚɡɰɚɯ FPGA-

ɭɫɬɪɨɣɫɬɜ. ɉɨɫɥɟɞɧɟɟ ɨɛɫɬɨɹɬɟɥɶɫɬɜɨ ɨɬɤɪɵɜɚɟɬ ɜɨɡ-
ɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɞɚɧɧɨɝɨ ɦɟɬɨɞɚ ɞɥɹ ɤɨɧɬɪɨ-
ɥɟɩɪɢɝɨɞɧɨɫɬɢ ɫɛɨɟɭɫɬɨɣɱɢɜɵɯ ɩɪɨɰɟɫɫɨɪɨɜ.  
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Ʌɢɫɬ ɨɲɢɛɨɤ 
SEU

ɇɚɤɨɩɢɬɟɥɶ 
ɪɟɡɭɥɶɬɚɬɨɜ

Иɧɴɟɤɬɨɪ ɨɲɢɛɨɤ
FPGA

Реɡɭɥьɬɚɬ 

ɨшɢɛɤɢ

Ʉɨɧɬɪɨɥɥɟɪ 

AHB

Ʉɨɧɬɪɨɥɥɟɪ 

ɜɧɟɲɧɟɣ ɩɚɦɹɬɢ

ȼɵɫɨɤɨɫɤɨɪɨɫɬɧɵɟ 

ɭɫɬɪɨɣɫɬɜɚ ɢ ɢɧɬɟɪɮɟɣɫɵ 

ɜɜɨɞɚ/ ɜɵɜɨɞɚ, ɧɚɩɪ. 

SpW, JTAG

RAM ROM

Иɧɠɟɧɟɪɧɵɣ ɨɛɪɚɡɟɰ ȻɄ

Уɩɪɚɜɥɹɸɳɢɣ 

ɤɨɦɩɶɸɬɟɪ

Ɇɨɫɬ AHB/APB

ɇɢɡɤɨɫɤɨɪɨɫɬɧɵɟ 

ɭɫɬɪɨɣɫɬɜɚ ɢ ɢɧɬɟɪɮɟɣɫɵ 

ɜɜɨɞɚ/ ɜɵɜɨɞɚ, ɧɚɩɪ. UART

Вɧɭɬɪɢɤɪɢɫɬɚɥьɧɚя шɢɧɚ APB AMBA

  
 

Ɋɢɫ. 2. ȼɢɞɨɢɡɦɟɧɟɧɧɚɹ ɩɨɞ ɩɪɢɦɟɪ ɪɟɚɥɢɡɚɰɢɢ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɢɧɴɟɤɰɢɢ ɨɲɢɛɨɤ 
 

 

Ɍɚɛɥɢɰɚ 1 

       
 

ACTEL A3PE3000L ACTEL RTAX 1000S  ALTERA Cyclone IV  

Ɋɚɡɦɟɪ Ɋɚɡɦɟɪ Ɋɚɡɦɟɪ 
 

 

Ɋɚɡɦɟɪ ɥɢɫɬɚ 
ɨɲɢɛɨɤ SEU 

Ʌɨɝɢɱɟɫɤɢɯ 
ɛɥɨɤɨɜ (% ɨɬ 
ɜɫɟɯ ɥɨɝɢɱɟɫɤɢɯ 

ɛɥɨɤɨɜ)  

Ȼɥɨɤɨɜ ɩɚɦɹɬɢ 

(% ɨɬ ɜɫɟɯ  
ɛɥɨɤɨɜ ɩɚɦɹɬɢ) 

Ʌɨɝɢɱɟɫɤɢɯ 
ɛɥɨɤɨɜ (% ɨɬ 
ɜɫɟɯ ɥɨɝɢɱɟɫɤɢɯ

ɛɥɨɤɨɜ) 

Ȼɥɨɤɨɜ ɩɚɦɹɬɢ 

(% ɨɬ ɜɫɟɯ 
ɛɥɨɤɨɜ ɩɚɦɹɬɢ)

Ʌɨɝɢɱɟɫɤɢɯ 
ɛɥɨɤɨɜ (% ɨɬ 
ɜɫɟɯ ɥɨɝɢɱɟɫɤɢɯ

ɛɥɨɤɨɜ) 

Ȼɥɨɤɨɜ ɩɚɦɹɬɢ 

(% ɨɬ ɜɫɟɯ  
ɛɥɨɤɨɜ ɩɚɦɹɬɢ) 

100 918 (1,2 %) 2 (1,7 %) 288 (1,5 %) 1 (2 %) 370 (< 1 %) 2,176 (< 1 %) 

500 1001 (1,3 %) 3 (2,6 %) 386 (2,1 %) 3 (8 %) 369 (< 1 %) 8 (< 1 %) 

2000 1096 (1,45 %) 9 (8 %) 448 (2,4 %) 9 (25 %) 379 (< 1 %) 34 (< 1 %) 

 

Ɍɚɛɥɢɰɚ 2 

      LEON3 
 

Ɋɟɝɢɫɬɪɨɜɵɣ ɮɚɣɥ  
(ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɚɹ ɩɚɦɹɬɶ) 

ɈɁɍ  

(ɜɧɟɲɧɹɹ SRAM ɩɚɦɹɬɶ) 
Ʉɨɥɢɱɟɫɬɜɨ ɜɧɟɫɟɧɧɵɯ 

ɨɲɢɛɨɤ SEU 

Ɉɛɧɚɪɭɠɟɧɨ / % ɂɫɩɪɚɜɥɟɧɨ / % Ɉɛɧɚɪɭɠɟɧɨ / % ɂɫɩɪɚɜɥɟɧɨ / % 

100 87/87 87/100 100/100 100/100 

500 463/92,6 463/100 473/94 457/96 

1000 958/95,8 949/99 917/91,7 826/91 

2000 1920/96 1845/96 1791/89 1649/92 
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ɉɪɟɞɥɚɝɚɟɦɵɣ ɩɨɞɯɨɞ ɹɜɥɹɟɬɫɹ ɦɚɥɨɢɧɬɪɭɡɢɜɧɵɦ, 

ɨɧ ɧɟ ɩɪɢɜɧɨɫɢɬ ɛɨɥɶɲɨɣ ɢɡɛɵɬɨɱɧɨɫɬɢ ɜ ɨɫɧɨɜɧɭɸ 

ɚɪɯɢɬɟɤɬɭɪɭ ɹɞɪɚ ɩɪɨɰɟɫɫɨɪɚ. Ɇɨɞɭɥɶ ɜɧɟɫɟɧɢɹ ɨɲɢ-

ɛɨɤ ɧɟ ɜɫɬɪɚɢɜɚɟɬɫɹ ɜ ɹɞɪɨ ɩɪɨɰɟɫɫɨɪɚ. Ɉɧ ɫɜɹɡɚɧ  

ɫ ɩɪɨɰɟɫɫɨɪɨɦ ɜɧɭɬɪɢɤɪɢɫɬɚɥɶɧɨɣ ɲɢɧɨɣ. ɑɚɫɬɢɱɧɵɟ 
ɢɡɦɟɧɟɧɢɹ ɹɞɪɚ ɩɪɨɰɟɫɫɨɪɚ ɨɬɧɨɫɹɬɫɹ ɬɨɥɶɤɨ ɤ ɦɟɯɚ-
ɧɢɡɦɭ ȿɋɋ.  

Ⱦɚɧɧɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɜ ɧɚɢɛɨɥɶɲɟɣ ɫɬɟɩɟɧɢ ɭɞɨɜ-
ɥɟɬɜɨɪɹɟɬ ɰɟɥɹɦ ɪɚɡɪɚɛɨɬɤɢ ɢ ɨɬɥɚɞɤɢ ɧɨɜɨɝɨ ɷɮɮɟɤ-
ɬɢɜɧɨɝɨ ɪɟɲɟɧɢɹ ɞɥɹ ɨɛɟɫɩɟɱɟɧɢɹ ɫɛɨɟɭɫɬɨɣɱɢɜɨɫɬɢ 

ɩɪɨɰɟɫɫɨɪɚ. Ɇɟɬɨɞ ɦɨɠɟɬ ɩɪɢɦɟɧɹɬɶɫɹ ɤɚɤ ɞɥɹ ɨɬɪɚ-
ɛɨɬɤɢ HDL-ɨɩɢɫɚɧɢɣ ɫɛɨɟɭɫɬɨɣɱɢɜɵɯ ɚɪɯɢɬɟɤɬɭɪ ɞɥɹ 
ɦɢɤɪɨɩɪɨɰɟɫɫɨɪɨɜ, ɢɡɝɨɬɚɜɥɢɜɚɟɦɵɯ ɜ ɜɢɞɟ ɤɨɪɩɭɫɢ-

ɪɨɜɚɧɧɵɯ ɢɧɬɟɝɪɚɥɶɧɵɯ ɫɯɟɦ, ɬɚɤ ɢ ɞɥɹ ɫɨɮɬ-
ɩɪɨɰɟɫɫɨɪɨɜ (ɩɪɨɰɟɫɫɨɪɧɵɯ ɹɞɟɪ, ɩɪɨɰɟɫɫɨɪɧɵɯ 
ɫɥɨɠɧɵɯ ɮɭɧɤɰɢɨɧɚɥɶɧɵɯ ɛɥɨɤɨɜ), ɞɥɹ ɤɨɬɨɪɵɯ ɪɟ-
ɡɭɥɶɬɚɬ ɨɬɥɚɞɤɢ ɢ ɢɫɩɵɬɚɧɢɣ HDL-ɨɩɢɫɚɧɢɹ ɹɜɥɹɟɬɫɹ 
ɭɠɟ ɤɨɧɟɱɧɨɣ ɫɬɚɞɢɟɣ ɢɯ ɫɨɡɞɚɧɢɹ. Ɉɬɦɟɬɢɦ, ɱɬɨ 
ɫɛɨɟɭɫɬɨɣɱɢɜɵɟ ɩɪɨɰɟɫɫɨɪɧɵɟ ɹɞɪɚ ɡɚɧɢɦɚɸɬ ɫɜɨɸ 

ɜɩɨɥɧɟ ɨɩɪɟɞɟɥɟɧɧɭɸ «ɧɢɲɭ» ɜ ɤɨɫɦɢɱɟɫɤɨɦ ɷɥɟɤ-
ɬɪɨɧɧɨɦ ɩɪɢɛɨɪɨɫɬɪɨɟɧɢɢ, ɜ ɱɚɫɬɧɨɫɬɢ, ɨɧɢ ɲɢɪɨɤɨ 
ɢɫɩɨɥɶɡɭɸɬɫɹ ɩɪɢ ɫɨɡɞɚɧɢɢ ɦɚɥɵɯ ɤɨɫɦɢɱɟɫɤɢɯ ɚɩɩɚ-
ɪɚɬɨɜ. 

 

. ɂɫɫɥɟɞɨɜɚɧɢɟ ɜɵɩɨɥɧɟɧɨ ɩɪɢ 

ɩɨɞɞɟɪɠɤɟ Ɇɢɧɢɫɬɟɪɫɬɜɚ ɨɛɪɚɡɨɜɚɧɢɹ ɢ ɧɚɭɤɢ Ɋɨɫ-
ɫɢɣɫɤɨɣ Ɏɟɞɟɪɚɰɢɢ, ɫɨɝɥɚɲɟɧɢɟ № 14.574.21.0041 ɨɬ 
19.06.2014 ɝ. 
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